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A B S T R A C T  

Secondary metabolites (SMs) are the bioactive compounds produced mainly by microorganisms and fungi, comprising 

with ecological and physiological roles. They have been recognized as a primary clinically important source for 

antibiotics, anticancer agents, and immunosuppressants. However, with the increasing emergence of antibiotic resistance 

the situation has been intensified, and there is a need for novel natural products with antimicrobial and cytotoxic potential 

globally. This review depicts the need of microbial and fungal secondary metabolites, with the strong emphases on their 

biosynthesis, regulation, and therapeutic applications. Particular attention is given to fungal metabolites such as 

beauvericin, gliotoxin, and chaetoglobosins, which exhibit potent cytotoxic activity against tumor cells. Furthermore, the 

review also draws the picture of endophytic fungi contributing as an unexplored reservoir of new metabolites, with 

advances in genome mining, and CRISPR-Cas-based activation of silent gene clusters to promote the discovery of 

bioactive compounds. The antimicrobial and cytotoxic functions together of several secondary metabolites underline their 

potential as next-generation therapeutics. Understanding their biogenesis, mechanism of action, and resistance modulation 

can significantly contribute to combating infectious and neoplastic diseases in the post-antibiotic era. 
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INTRODUCTION 

Overview of Secondary Metabolites 

The compounds with varied and most probably 

sophisticated chemical structures , produced by different 

microbial strains and some plant species are termed as 

―Secondary metabolites‖ (SM) (Anisova LN et al .,1984). 

They are a low-molecular-weight organic compounds which 

are not  involved in the growth or reproduction of microbes 

directly, but are essential for their survival and adaptation 

towards the competitive environments. They are 

biosynthesized through complex enzymatic pathways, often 

encoded by biosynthetic gene clusters (BGCs) located on 

chromosomal or plasmid DNA (Martín et al., 2013). These 

compounds further exhibit a remarkable diversity in 

structure and function ranging from antibiotics, 

immunosuppressants, and antitumor agents to enzyme 

inhibitors and metal chelators (Demain & Fang, 2000). This 

review highlights the strength and usage of secondary 

metabolites against antibiotic resistance, it also aids 

regulating and promoting appropriate use of antibiotics. 
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Industrial and Pharmaceutical Significance 

Secondary metabolites hold immense industrial and 

pharmaceutical significance due to their structural diversity, 

complex biosynthesis, and wide range of biological activities 

(Ramirez-Rendon et al., 2022). These bioactive compounds, 

are primarily produced by actinomycetes; the Streptomyces 

genus and fungi, which contribute significantly to global 

health and the economy. Furthermore these secondary 

metabolites when produced comprises of enormous  

ecological and biological purposes (Jakubiec-Krzesniak et al., 

2018; Demain & Fang, 2000). Interestingly, although 

antibiotics are not essential for sporulation, several secondary 

metabolites, including antibiotics themselves, can regulate 

spore formation and germination. Therefore these compounds 

are not only important for the survival and adaptation of 

microorganisms but they also impart a strong role in the 

growth, development and communication of microbes (Čihák 

et al., 2017). 

The secondary metabolites are widely used and consumed in 

modern biotechnology and medicine era, where thanks to 

them they have been a pivotal source for pain releive, cancer 

treatment, anti-inflammatory and insecticidal agent (Seca 

and Pinto, 2018). These molecules have profoundly 

influenced human health, nutrition, and socioeconomic 

development. Structurally, microbial secondary metabolites 

exhibit remarkable diversity and are regulated by multiple 

factors unlike th eprimary metabolites (Figure 1) such as 

nutrient availability, growth rate, feedback control, enzyme 

induction or inactivation, and genetic regulation through 

clustered biosynthetic genes—primarily located on 

chromosomal DNA, though occasionally on plasmids 

(Fouillaud and Dufossé, 2022). Unlike primary metabolism, 

which is well characterized, secondary metabolism remains 

partially understood, offering opportunities for in-depth 

studies of enzymatic pathways, metabolic regulation, and 

cellular differentiation (Bocso and Butnariu, 2022).

 

 
Figure 1. Structural represeantaion of Metabolies; Primary and secondary. 

 

Over the past few years there has been an rapid increase seen 

in the discovery and production of secondary metabolites, 

which have further been revolutionized by advances in 

metabolic engineering, synthetic biology, and genome 

editing. Classic examples underscore their continuing impact: 

penicillin from Penicillium chrysogenum remains a 

cornerstone antibiotic (de Frias et al., 2018) cyclosporin A 

from Tolypocladium inflatum is indispensable in organ 

transplantation due to its immunosuppressive effects (Anke & 

Thines, 2007) and so on. Modern tools like CRISPR-Cas9 are 

now enabling activation of silent biosynthetic gene clusters, 

leading to the discovery of novel compounds with 

antimicrobial and anticancer potential (Zhang et al., 2017). 

These technological advancements, together with the 

increasing understanding of fungal and bacterial genomics, 

have expanded the potential of secondary metabolites as an 

inexhaustible source for new pharmaceuticals and industrial 

biomolecules (Andryukov et al., 2019). 

Fungal Secondary Metabolites with Cytotoxic Activity 

The secondary metabolites are also produced from fungi, 

Figure 2 (Salvatore et al., 2025). They make an extremely 

important input in disease management in humans and other 

animals. Fungi have been engaged in industrial processing 

of more than 10 of the 20 most profitable products used in 

human medicine till date (Ślusarczyk et al., 2021). Two 

anti-cholesterol statins, the antibiotic penicillin and the 

immunosuppressant cyclosporin A are among the top 10. 

Fungi are extremely useful organisms in biotechnology. 

Fungi construct unique complex molecules using 

established metabolic pathways (Wisecaver et al., 2014). 

Different taxa produce sets of related molecules, each with 

slightly different final products. Metabolites formed along 

the metabolic pathway may also be biologically active 

(Anke T & Thines E 2007). 
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Figure 2. Secondary Metabolies from Fungi. 

 

In addition, the final compounds are often released into the 

environment. Manipulation of the genome, and 

environmental conditions during formation of compounds, 

enable the optimisation of product formation. On the 

negative side, single isolates of fungi in manufacture may 

lose their capacity to form or release the target molecules. 

Indeed, the target compound may only be expressed under 

specific conditions, or at a specific point in the life cycle of 

the fungus (Rafeeq et al., 2023). It is amazing that so many 

biologically active compounds have been discovered and 

taken to the point where they are medically important. 

Indeed, attempts to ‗discover‘ new and exciting molecules 

remain the core activity of many research groups Few 

antibiotics produced from fungi include penicillin 

(secondary metabolite) cyclosporineA (primary metabolite), 

where penicillin is used to treat infection against bacterium 

and cyclosporine A is a powerful an immunosupressent used 

widely before and after bone marrow and organ transplants 

in humans (Anke T & Thines E 2007). 

―Beauvericin‖ (Figure 3) is a famous mycotoxin produced 

by many fungal species like Beaveria bassiana and 

Fusarium spp (Logrieco et al., 1998) This highly toxic 

secondary metabolite is a cyclic hexadepsipeptide 

compound that belongs to the enniatin ―antibiotic family‖, 

and contains three D-hydroxyisovaleryl and three N-

methylphenylalanyl residues in an alternating sequence. It 

has structural resemblance to the enniatins, which are also 

produced by a number of Fusarium species, but above all it 

differs in the nature of the N-methylamino acid. (Hamill R.L 

et al., 1969). 

 

 
Figure 3. Beauvericin structure. 

 

Antibiotic Resistance and Novel Metabolites 

One of the most life-threatening global health challenges of 

the 21st century is the antibiotic resistance, which poses 

serious life threats to human helath agriculture, and the 

environment. A comprehensive snapshot taken in the United 

States in 2013 revealed the alarming scale of the issue, 

emphasizing the urgent need for global action to curb the 

spread of resistant infections (Lessa et al., 2012). The 

Centers for Disease Control and Prevention (CDC) 

estimated that more than two million Americans acquire 

antibiotic-resistant infections annually, resulting in 

approximately 23,000 deaths (CDC, 2010–2012). 

Particularly concerning is the rising resistance not only 

among bacteria but also in fungal species such as Candida, 
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which increasingly causes life-threatening infections in 

hospitalized patients (Hall et al., 2012). Although antibiotics 

have long been considered one of the greatest medical 

breakthroughs of the 20th century, their widespread misuse 

and overuse in healthcare, agriculture, and animal 

husbandry have fueled the evolution of resistant strains 

(Mahalel, 2012). Microorganisms possess remarkable 

genetic adaptability, enabling them to acquire and 

disseminate resistance genes through horizontal gene 

transfer, thereby developing multiple resistance mechanisms 

against nearly every antibiotic introduced for therapeutic use 

(Alekshun & Levy, 2007). 

Antibiotics, primarily microbial secondary metabolites, 

remain vital tools in controlling infectious diseases, though 

only a small fraction of the thousands discovered have 

achieved clinical success due to limitations such as toxicity, 

inefficacy, or high production costs. Many of these 

bioactive compounds are produced naturally by fungi and 

bacteria, making microbial fermentation a preferred method 

over chemical synthesis. Since the 1940s, fungi have been 

particularly valuable sources of antibiotics, with purification 

and structural identification of bioactive compounds 

achieved through advanced techniques such as silica gel 

chromatography and GC-MS analysis. Despite these 

advances, the alarming rise in antibiotic resistance across 

multiple pathogenic species underscores the need for 

continuous exploration of novel antimicrobial sources 

(Saeed et al., 2007). Researchers emphasize the importance 

of discovering naturally occurring microbial and fungal 

metabolites with potent antibacterial and antifungal 

properties (Chaudhry et al., 2007). Among these, endophytic 

fungi—symbiotic organisms residing asymptomatically 

within plant tissues such as pine and yew—are gaining 

prominence as reservoirs of chemically diverse and 

biologically active secondary metabolites with potential 

therapeutic applications (Katoch, 2014). 

Secondary metabolites, although traditionally associated 

with antibiotics, encompass a broader class of bioactive 

molecules that hold significant industrial and 

pharmaceutical relevance (Bainton et al., 1992). Unlike 

primary metabolites, these compounds are produced during 

the idiophase, typically when key nutrients such as carbon, 

nitrogen, or phosphate become limited, triggering 

specialized metabolic pathways (Ruiz‐Villafán et al., 2022). 

In this context, fungal and microbial metabolites are 

increasingly recognized as promising sources for novel 

antibiotics capable of overcoming resistance. Many 

secondary metabolites target unique or multiple cellular 

pathways, minimizing the emergence of resistant strains 

(Gorlenko et al., 2020). For example, teixobactin, a recently 

discovered compound from Eleftheria terrae, has shown 

exceptional efficacy against Gram-positive bacteria, 

including MRSA and Mycobacterium tuberculosis, without 

detectable resistance (Piddock, 2015). These developments 

underscore the urgent need for continued exploration of 

microbial and fungal biodiversity, coupled with advances in 

genomics and metabolomics, to discover next-generation 

antibiotics that can outpace the global threat of 

antimicrobial resistance. 

Cytotoxicity and Antimicrobial Screening 

Cytotoxicity refers to the ability of certain substances or 

agents that cause severe damage to cells and very seldom 

are also involve in cell death. Cytotoxic agents may be 

chemical compounds or biological toxins (Istifli et al., 

2019). Cytotoxicity mechanisms are broadly categorized 

into antibody-dependent cell-mediated cytotoxicity 

(ADCC)—where immune effector cells recognize and lyse 

target cells coated with antibodies—and cell-mediated 

cytotoxicity, which involves direct killing by cytotoxic T 

lymphocytes or natural killer (NK) cells (Janeway et al., 

2001). When cells are exposed to cytotoxic compounds, 

they can be the reason behind any kind of cellular injury to 

cell death. In cases of lethal exposure, they may undergo 

necrosis, or follow regulated death pathways such as 

apoptosis or simply goes to autophagy phase for 

maintaining cellular homeostasis (Galluzzi et al., 2018). 

Understanding these mechanisms is crucial for 

distinguishing between therapeutic cytotoxicity (e.g., 

against cancer cells) and undesirable toxicity toward normal 

cells. 

One of the most crucial steps in natural product research or 

drug discovery or pharmacological testing is the evaluation 

of cytotoxicity. It serves as an initial screening measure to 

identify potentially toxic or therapeutically useful 

compounds. A variety of in vitro assays are routinely 

employed for this purpose, such as the MTT assay (which 

measures mitochondrial activity as an indicator of cell 

viability), LDH release assay (which quantifies lactate 

dehydrogenase released from damaged cells), and Trypan 

Blue exclusion test (which distinguishes viable from 

nonviable cells) (Riss et al., 2016). Other advanced assays 

include the resazurin (Alamar Blue), neutral red uptake, and 

flow cytometric apoptosis detection assays, which provide 

more detailed insights into cytotoxic mechanisms (Fotakis 

& Timbrell, 2006). Compounds showing broad cytotoxicity 

may be discarded from further testing, whereas those 

exhibiting selective cytotoxicity—for instance, killing 

cancer cells while sparing healthy ones—are considered 
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valuable leads in anticancer drug development. Controlled 

cytotoxicity is particularly relevant for secondary 

metabolites, where the goal is to exploit their bioactivity 

against pathological targets while minimizing off-target 

effects. 

Interestingly, several microbial secondary metabolites and 

antibiotics display both cytotoxic and antimicrobial 

properties, representing potential dual-function therapeutic 

candidates. Some antibiotics, initially developed for 

antimicrobial use, have been found to exert cytotoxic effects 

on cancer cells through mechanisms such as inhibition of 

mitochondrial biogenesis, DNA replication, or protein 

synthesis. For example, doxycycline, a tetracycline 

antibiotic, selectively targets mitochondrial ribosomes in 

cancer stem cells, thereby impairing their energy 

metabolism and self-renewal capacity, suggesting promising 

applications in oncology (Lamb et al., 2015). Similarly, 

anthracyclines such as doxorubicin, originally derived from 

Streptomyces peucetius, exhibit potent anticancer activity by 

intercalating into DNA and generating free radicals (Weiss, 

1992). The dual nature of such compounds underscores the 

overlapping biochemical targets shared between microbial 

pathogens and cancer cells. Consequently, integrating 

cytotoxicity and antimicrobial screening not only aids in 

identifying safe therapeutic windows but also opens new 

avenues for developing multifunctional agents derived from 

natural products, especially microbial and fungal secondary 

metabolites, which continue to be an invaluable source for 

drug discovery (Genilloud, 2017). 

Biotechnological Approaches for Metabolite Discovery 

Recent advances in biotechnology have transformed the 

landscape of secondary metabolite discovery, enabling the 

identification of novel bioactive compounds that were 

previously undetectable through conventional screening 

methods. Modern biotechnological strategies integrate 

genomics, metagenomics, transcriptomics, proteomics, 

metabolomics, and synthetic biology to explore the 

biosynthetic potential of microorganisms in unprecedented 

depth. Traditional culture-based methods often fail to access 

the majority of microbial metabolites, as over 99% of 

microorganisms in nature are unculturable under standard 

laboratory conditions (Stewart, 2012). To overcome this 

limitation, metagenomics—the direct extraction and 

sequencing of environmental DNA—has emerged as a 

powerful approach for identifying biosynthetic gene clusters 

(BGCs) from complex microbial communities without the 

need for culturing (Handelsman, 2004; Charlop-Powers et 

al., 2015). Through metagenomic libraries and next-

generation sequencing, previously ―silent‖ or ―cryptic‖ 

metabolites from soil, marine, and extreme environments 

can be uncovered, expanding the chemical diversity 

available for pharmaceutical and industrial exploitation. 

Genome mining represents another cornerstone of modern 

metabolite discovery. Computational tools such as 

antiSMASH (antibiotics & Secondary Metabolite Analysis 

Shell), PRISM (Prediction Informatics for Secondary 

Metabolomes), and SMURF (Secondary Metabolite 

Unknown Region Finder) allow systematic identification 

and annotation of BGCs from microbial genomes (Medema 

et al., 2011; Skinnider et al., 2015; Khaldi et al., 2010). 

These platforms enable prediction of metabolite structures, 

biosynthetic enzyme classes, and potential bioactivities, 

greatly accelerating the discovery process. Comparative 

genomic analyses further reveal the evolutionary 

relationships between BGCs and guide pathway engineering 

for novel compound production. Integration of multi-omics 

data (e.g., combining transcriptomics and metabolomics) 

provides dynamic insights into metabolite biosynthesis 

under varying environmental conditions (Ziemert et al., 

2016). Moreover, CRISPR-Cas9-based genome editing has 

emerged as a versatile tool for activating silent gene clusters 

or deleting competing pathways, thereby enhancing 

secondary metabolite yields and diversity (Zhang et al., 

2022; Hussin et al., 2022). 

In addition to in silico and genetic strategies, heterologous 

expression systems and co-culture techniques have proven 

instrumental in unlocking cryptic metabolic potential. 

Heterologous expression involves transferring a BGC from 

its native producer into a more genetically tractable host, 

such as Streptomyces coelicolor, Escherichia coli, or 

Aspergillus nidulans, allowing efficient production and 

characterization of novel metabolites (Yamanaka et al., 

2014; Luo et al., 2016). Such systems facilitate controlled 

expression, combinatorial biosynthesis, and pathway 

optimization, enabling the generation of non-natural analogs 

with improved pharmacological properties. Similarly, co-

culture or mixed-culture approaches, where two or more 

microorganisms are grown together, have been shown to 

induce interspecies chemical signaling that activates 

otherwise silent biosynthetic pathways (Bertrand et al., 

2014; Netzker et al., 2018). For instance, co-cultivation of 

Aspergillus nidulans with Streptomyces rapamycinicus led 

to the discovery of orsellinic acid derivatives through 

histone modification–mediated pathway activation 

(Schroeckh et al., 2009). Complementing these approaches, 

metabolomics coupled with mass spectrometry (MS) and 

nuclear magnetic resonance (NMR) allows high-throughput 

detection, dereplication, and structural elucidation of newly 
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produced compounds (Wolfender et al., 2015). 

Overall, the integration of computational genome mining, 

synthetic biology, metagenomic sequencing, co-culture 

activation, and advanced analytical platforms has 

revolutionized natural product discovery. These 

biotechnological approaches not only accelerate the 

identification of novel metabolites but also enable rational 

manipulation of biosynthetic pathways for improved yield 

and activity. The synergy between omics technologies, 

genome editing, and bioinformatics continues to expand the 

accessible chemical space, offering promising avenues for 

the discovery of next-generation antibiotics, anticancer 

agents, and other valuable therapeutic molecules. 

 

CONCLUSION AND FUTURE PERSPECTIVES 

Microbial and fungal secondary metabolites remain one of 

the most prolific and versatile sources of bioactive 

compounds, offering immense potential for the development 

of next-generation therapeutics. Their diverse biological 

activities—as antimicrobials, cytotoxins, 

immunomodulators etc underscore their biotechnological 

and pharmaceutical relevance. Despite the long history of 

natural product discovery, a significant portion of microbial 

and endophytic biodiversity remains unexplored, suggesting 

that many potent and structurally novel metabolites are yet 

to be revealed. The integration of multidisciplinary 

biotechnological approaches is therefore crucial to 

unlocking this hidden metabolic potential. Future research 

should emphasize comprehensive exploration of uncultured 

and extremophilic microorganisms, as well as plant-

associated endophytes, which are promising sources of 

novel bioactive secondary metabolites. Advanced genome 

mining, metagenomics, and metabolomics approaches 

combined with synthetic biology and systems biology can 

significantly accelerate the discovery and characterization of 

these compounds. The adoption of genome editing tools 

such as CRISPR-Cas systems has revolutionized the 

activation of silent or cryptic biosynthetic gene clusters 

(BGCs), enabling the production of previously inaccessible 

metabolites. Parallelly, heterologous expression systems, 

co-culture techniques, and adaptive laboratory evolution can 

be harnessed to enhance metabolite yields and diversify 

chemical scaffolds. 

The future of metabolite discovery also lies in eco-friendly 

and sustainable bioprocessing, emphasizing green extraction 

techniques, renewable substrates, and bioreactor-based 

fermentation optimization to reduce environmental impact 

while improving yield and purity. Integration of artificial 

intelligence (AI), machine learning (ML), and 

computational modeling into natural product research 

promises to transform the drug discovery pipeline by 

enabling structure–activity relationship (SAR) prediction, 

virtual screening, and biosynthetic pathway reconstruction. 

Furthermore, by combining the AI-assisted dereplication  

with the metabolomic profiling the novel compounds can be 

identified and discovered. Addressing the mounting 

challenge of antibiotic resistance remains a global priority. 

In this regard, microbial and fungal metabolites especially 

those with novel mechanisms of action offer tremendous 

promise as leads for developing next-generation 

antimicrobials. Overall collaborative efforts across 

microbiology, genomics, pharmacology, and computational 

sciences are essential to fully realize the potential of 

microbial and fungal secondary metabolites. Harnessing the 

synergy between biotechnology, synthetic biology, and 

artificial intelligence will ultimately redefine natural product 

discovery and shape the future of sustainable and precision 

therapeutics. 
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